MpunoxeHune
K nucbMy BaHka Poccuu
ot 02.10.2009 Ne 120-T

NMAMATKA
“O MEPAX BE3OIMNACHOI'O UCIMOJIb30OBAHUA BAHKOBCKUX KAPT”

CobriogeHne pexomeHgaumii, cogepxatumxcs B MamsTke, No3BonNUT oBecrneunTb MakCUMarbHYI0 COXpaHHOCTb
6aHKoBCKOW KapThbl, ee peksuauToB, MUH 1 Opyrvx OaHHbLIX, @ TaKKe CHUSMT BO3MOXHLIE PUCKW MPYU COBEpLLEHWM
onepauuii ¢ ucnosb3osaHmem 6aHKOBCKOM KapTbl B 6aHkomaTe, npu 6e3HanuuHol onnate TOBapoB W YCNyr, B TOM uMche
yepes ceTb NHTepHeT.

OOwuMe pekoMeHOaUUU

1. Hukorga He coobuwaitte MUWH TpeTbuM nuuam, B TOM 4yucrie POACTBEHHMKAM, 3HAKOMbIM, COTPyAHUKaM
KPEeAWUTHOM opraHusaumm, kaccupam 1 nuuam, nomoraioLmM Bam B ucnonbsosaHnyu 6aHKOBCKO KapThi.

2. NMH HeobxoaMMO 3aNOMHUTL UMK B CRyYae, eCNy 3TO SBMSAETCHA 3aTPYAHUTENBHLIM, XPaHUTb €ro OTAEMNBHO OT
BaHKOBCKOW KapThkl B HESIBHOM BUE U HEAOCTYNHOM Af1st TPETLMX KL, B TOM YNCHIE POACTBEHHUKOB, MECTE.

3. Hukorga Hu npu kakux obcTosaTenbcTBax He nepefasaiite GaHKOBCKYIO KapTy ANsS UCMOMb30BaHUS TPETbUM
nmuam, B TOM 4ucne poAcTBeHHuKaM. Ecnm Ha GaHKOBCKOWM kapTe HaHeceHbl haMunmsa U UMst UsMYEcKoro nmua, To
TOMBKO 3TO HM3NYECKOE NNLIO MMEET NPaBO UCMONb30BaTh GaHKOBCKYIO KapTy.

4. Mpu nonyyeHnn 6aHKOBCKON KapTbl PACTIULLMTECH HA ee 0GOPOTHO CTOPOHE B MecTe, NpeaHasHauYeHHOM Ans
noanucy fepxarensi 6GaHKOBCKON KapThl, €CIU 3TO NMPeAyCMOTPEHO. ITO CHU3MT PUCK UCMOMNbL30BaHUS GaHKOBCKO KapTsl
6e3 Baluero cornacusi B crniyyae ee ytpathbi.

5. byAbTe BHMMaTenbHbl K YCIIOBUSIM XPaHEHWs M WCMONb3oBaHusi GaHKOBCKON kapThl. He rogeepraiTte
GaHKOBCKYI0 KapTy MeXaHW4YeckuM, TemnepaTypHbiM W SMeKTPOMarHWTHBIM BO3AEWCTBUSM, a Tawke wusberaiite
nonagaqus Ha Hee Bnark. baHKOBCKYIO KapTy Hernb3A XpaHUTb PSLOM C MOGUMbHBIM TeredoHOM, BLITOBON U OUCHON
TEXHUKOW.

6. TenedoH KpeauTHOW opraHM3aLmy — 3MUTEHTA GaHKOBCKOW KapThl (KPEAMTHOW OpraHu3aLuu, BblgaBLuel
GaHKOBCKYI0 KapTy) ykasaH Ha 0GOpOTHOM CTOpOHe BaHKOBCKOM KapTbl. Takke HEOBXOOAUMO BCcerga umetb npu cebe
KOHTaKTHble TenedoHb! KpeAUTHON OpraHMsaumUy — 3MUTEHTa GaHKOBCKOW KapTbl U HOMep GaHKOBCKOI KapThl Ha ApYrvX
HOCUTENAX WH(OPMALMK: B 3arMMCHON KHWKKE, MOBUMBLHOM TenedoHe Wunn Apyrux HOCUTENsX UHAOPMALMK, HO He
psgom c sanuckto o MUH.

7. C uenbio NpefoTBpalUeHNs HEMpaBOMEPHLIX AEACTBUIA MO CHATMIO BCEll CyMMbl [EHEXHbIX CpeAcTe c
GaHKOBCKOrO cyeTa LenecoobpasHo YCTAHOBUTL CyTOYHBIA SIMMUT Ha CyMMy OMepauuil Mo GaHKOBCKOW KapTe u
O[HOBPEMEHHO MOAKMIOYUTL 3MEKTPOHHYIO YCyry OMOBELUEHMS O NpOBefEeHHbIX onepauusx (Hanpumep, onoseLlleHue
nocpefcTeoM SMS-coobLieruit unu UHLIM Criocobom).

8. lpu nomy4eHMM npocbObl, B TOM YMCME CO CTOPOHBI COTPYAHWKA KPEOMTHO OpraHW3auuu, coobLuvTb
NepcoHarbHbIe AaHHbIe Unu uHgopmauumio o 6aHKkoBcKoii kapTe (B ToM uucrie MNUH) He coobuiaiite ux. Mepe3BoruTe B
KPEAUTHYIO OpraHun3aumio — 3MUTEHT GaHKOBCKOM KapThl (KPeaWTHYI0 OpraHvsauyio, Bblaasluyio 6aHKOBCKyio KapTy) u
coobLlmTe 0 JaHHOM (hakTe.

9. He pekomeHpyeTcs oTBe4aTh Ha SMEKTPOHHBIE MNCBbMA, B KOTOPbIX OT UMEHH KPeAuTHOI opraHu3auuu (B TOM
4ncrne KpeauTHOW opraHv3auuu — amMuTeHTa GaHKOBCKOW KapTbl (KPEOMTHOW OpraHu3aLy, BbiOaBLuei 6aHKOBCKYH0
KapTy) npegnaraeTcsi NMpenoCTaBUTh MepCoHarbHble AaHHble. He crieqyite no “ccbinkam”, ykasaHHbiM B MMCbMax
(BKItOY@s CCBUTKM Ha CalT KPeAUTHOI OpraHMaalmm), T.K. OHU MOryT BECTU Ha CalTbl-OBONHUKN.

10. B uensx nHgopMaLMOoHHOTO B3auMOLENCTBNA G KpeaUTHOM OpraHusaumen — sMUTEHTOM GaHKOBCKOW KapThbl
(kpeouTHOM opraHusaumm, BeiaaBLueli GaHKOBCKYIO KapTy) peKOMEHOYeTCsl UCMOMb30BaTh TOMbKO PEKBU3NTLI CPEeACTB
CBS3X (MOGMIBHBIX W CTAUMOHApHBIX TENE(OHOB, (haKCOB, WHTEPAKTUBHBIX web-cainTos/nopTanos, OOLIMHOW K
SMEKTPOHHOM MOYTbl M Mp.), KOTOpble yKasaHbl B [OKYMEHTaX, MOMyYeHHbIX HEMocpefCTBEHHO B KpPEeAWUTHOW
opraHusaumMm — sMuTeHTe 6aHKOBCKOM KapThbl. &

11. MomHuTe, yTo B crydae packpbitus MUH, nepcoHarnbHbIX AaHHbIX, yTpaTbl GAHKOBCKON KapTbl CyLUecTByeT
PUCK COBEpLLEHUS HeMpaBOMEpHbIX AGMCTBUN C AEHEXHBIMU CPeacTBamMu Ha Baluem GaHKOBCKOM CYETe CO CTOPOHbI
TPETLUX NKL,.

B cnydae ecnu uMeroTcs NpeanonoxXeHus o packpbitum [MH, NepcoHarnbHbIX AaHHbIX, NO3BOSISIIOLLMX COBEPLUUTL
HernpaBOMepHble [edCcTBMS € Balumm GaHKOBCKMM CYETOM, a Tawke ecnm GaHKOBCKas Kapta 6bina yTpadyeHa,
HeobXO4MMO HeMeaneHHO oBpaTUTLCS B KPeAWTHYI0 OpraHW3aLmio — SMUTEHT GaHKOBCKON KapTbl (KpeauTHYHo
OpraH1sauuio, BbiaasluUyto GaHKOBCKYIO KapTy) U crieloBaThb yKasaHUAM COTPYAHUKA AaHHOI KpeauTHOM opraHusauui. o
MOMeHTa obpalleHnsi B KPEOUTHYIO OpraHu3aLmio — SMUTEHT GaHKOBCKOW KapTel Bbl HeceTe puck, CBsI3aHHbLIN C
HECaHKUMOHNPOBaHHLIM  CNMCaHMeM [eHeXHbIX cpedcTs ¢ Bawero 6aHkoBckoro cyeta. Kak npasuno, cornacHo
yCrnosusiM A0roBopa C KpeAWTHON opraHusalyen — aMUTEHTOM GaHKOBCKOI KapThl AEHEXHbIS cpefcTBa, CrnMcaHHble ¢
Bawero 6aHkoBCKOro cueTa B peaynbTate HECaHKLMOHMPOBAHHOIO MCMoNb3oBaHus Balueit GaHKOBCKOM KapTel [0
MOMeHTa yBejoMIIeHUst 06 3TOM KpeAUTHOM OpraHu3aLmm — SMUTEHTa 6aHKOBCKO KapTbl, HE BO3MELLAKOTCH.

PekomeHAauMu npu coBepLieHNM onepaLmii ¢ 6aHKOBCKOA KapTou B 6aHKomaTte

1. OcywectsnisiiTe onepauum € MCNONbL3oBaHWEM 6GaHKOMATOB, YCTaHOBMEHHbIX B 6e3onacHelX MecTax
(Hanpumep, B rocyAapCTBEHHBIX YYPEKAEHMSX, NOAPA3AENEHNSX 6aHKOB, KPYMHLIX TOProBbIX KOMMMEKCaX, FOCTUHULAX,
asporopTax u T.M.).

2. He ucnone3yiite ycTpoiicTBa, KOTOpble Tpebyiot BBoga MUH ans goctyna B nomelueHwe, roe pacnornoxeH
6aHkomar.

3. B cnyyae ecnu nobnuzoctv oT GaHkoMaTa HaxoAaTCs MNOCTOPOHHWE nuua, cnegyet Bolbpate 6Gonee
NOAXOAsLEee Bpemsi 4TS UCMonb3oBaHUst GaHKoMaTa Ui BOCTIONb30BaTLCS APYrMM GaHKOMAaTOM.

4. Tepea wucronb3oBaHMeM GaHKOMata OCMOTPUTE €ro Ha Hanuume OONONHUTENbHBIX YCTPOICTB, He
COOTBETCTBYIOLLMX €r0 KOHCTPYKLMM M PacronoxeHHbIX B MecTe Habopa MVH u B mecTe (npopesb), npegHasHaueHHOM



AnS Npuema KapT (Hanpumep, Hamuuue HEepOBHO YCTAHOBIIEHHOM KraswaTypkl Habopa lMWH). B ykasaHHOM cnydae
BO3[EpXXMUTECh OT UCMOMNb30BaHNsA Takoro 6aHkomara.

5. B cnyd4ae ecnu knaBuatypa MnM MeCTo Ans npuema KapT GaHkomata 0GOpYAoBaHbl AOMONMHUTENbHBIMU
YCTpO/ACTBaMM, He COOTBETCTBYIOLUMMM €0 KOHCTPYKLIUM, BO3AEPXKUTECH OT UCTOMNbL30BaHMS! GAHKOBCKOI KapThl B 4AHHOM
GaHkomaTe u cooblumMTe O CBOMX MOAO3PEHMSIX COTPYAHMKAM KDEAMTHON OpraHM3aLmm no TenedoHy, ykasaHHOMY Ha
baHkomare.

6. He npumensiiite cusmnyeckyo cuny, utobbl BCTaBUTb GaHKOBCKylo kapTy B GaHkomar. Ecrniv 6aHkoBckas KapTa
He BCTaBIIsIeTCA, BO3AEPXKUTECH OT UCMOSIb30BaHMs Takoro 6aHkomara.

7. Habupaitte NMUH Takum obpasom, utobel nioau, HaxoOsLWmMecs B HernocpeaACTBEHHOM GnK30CTHU, HE CMOIMKU ero
yBugeTb. INpn Habope MWH npukpbiBaiTe KiaBuaTypy pyKoii.

8. B criyyae ecnu 6aHkomaT paboTaeT HEKOPPEKTHO (HanpuMep, ONroe BPeMsi HaXOaUTCS B pexvmMe oxuaaHus,
Camonpon3BOILHO MNepesarpyXaercs), crneayeT oTKasaTbCsl OT WCMONb30BaHUA Takoro GaHKoMaTa, OTMEHWUTb TeKyLLyto
onepauuio, HaxaB Ha KraeuMaType kHomnky “OTMeHa”, U AoxaaThes Bo3spaTa 6aHKOBCKOW KapThbl.

9. lNocne nonyyYeHns HanUUHLIX AEHEXHbIX CpefcTs B GaHkomaTe crienyet nepecunTate 6aHKHOTLI MOMUCTHO,
ybeautecs B TOM, 4TO GaHkoBCKasi kapTa 6bina BO3BpallieHa GaHKOMAaToOM, A0XAATLCS BblJauM KBUTAHUMU MpU ee
3anpoce, 3atem nonoXuTb WX B CYMKY (KOLLEMeK, KapMaH) 1 TOMBKO NOCHe 3TOro OTXOAUTb OT BaHKoMaTa.

10. CneayeT coxpaHsiTb pacnedartaHHsle 6aHKOMAaTOM KBUTAHUMM gns nocnefyLleil CBEPKN YKa3aHHbIX B HUX
CYMM C BbINUCKOM N0 6aHKOBCKOMY CYETY.

11. He npucnywueaitTece k coBeTam TpeTbMX MWL, @ Takke He MPUHUMAIiTE WX nomoLlb Npy nNpoBeLeHUU
onepauuii ¢ 6aHKOBCKOM KapTol B 6aHKoMaTax.

12. Ecnu npu npoBegeHun onepauumii ¢ 6aHKOBCKO kapToi B GaHkomaTe GaHKOMaT He BO3BpallLaeT 6aHKOBCKYIO
KapTy, CnefyeT MOo3BOHUTL B KPEeOMTHYI0 OpraHuMsaumio no TeneoHy, YKasaHHOMY Ha GaHKOMaTe, M OBBLACHWUTh
oBcTosATeNnbCTBA MPOM3OLLEALLETO, a Taloke criefyeT oGpaTUTLCA B KPEOUTHYIO OpraHu3auuio — 3MUTEHT GaHKOBCKOW
KapTbl (KpeAuTHYto opraHusaumio, BbIAaBLLYI0 GaHKOBCKYIO KapTy), KoTopasi He 6bina BO3BpalleHa 6aHKkoMaToMm, U aanee
cnefoBaTtk MHCTPYKUMAM COTPYAHWUKA KPEAUTHOM OpraHm3aLmu.

PeKOMeH,anJMVI Npu UCMNoJib30BaHUM 6aHKOBCKOM KapTbl AnsA 6e3Hanu4HoOn onnarbl TOBapoB U ycnyr

1. He ncrionbayiite 6aHKoBCKUE KapThbl B OpraHU3aLmsix TOProBmu 1 YCIyT, He Bbl3bIBalOLLMX JOBEPUS.

2. TpebyiiTe npoBeaeHnsi onepauuii ¢ GaHKOBCKOW KapToi Tonbko B Bawlem npucytcteun. 3To Heo6XoouMo B
UENAX CHWKEHS pucka HeNpasoMepHOro nosyyeHns Bawwmx nepcoHanbHbIX AaHHbIX, YKa3aHHbIX Ha GaHKOBCKOM KapTe.

3. Mpyn ucnone3oBaHUM GaHKOBCKO KapThl ANsl OMAATHI TOBapoOB W YCNyr Kaccup MOXeT noTpebosatb OT
Bnagenbla 6aHKOBCKOW KapTel NpeocTaBuThb nacnopT, noanucate ek unu seectu NUH. Mepen HaGopom MUH cneayet
ybeanTbea B TOM, YTO FIOAM, HaXOAsLUMeECs B HEernocpeACTBEHHON BriM3ocTH, He CMOrYT ero yeuaeTs. Mepen Tem kak
noAnucaTh Yek, B 06s3aTensHOM NopsaKke NPoBEPLTE CYMMY, YKa3aHHYI0 Ha Yeke.

4. B cnyyae ecnv npu rnomnbiTke onnaTbl 6aHKOBCKON kapTol umena MecTo “HeycreluHas” onepauus, criegyet
COXpaHWUTb OAWH SKSEMIMINIAP BbIAAHHOrO TEPMUHArIOM Yeka ANs nocriedylowein NpoBepkA Ha OTCYTCTBUE YKa3aHHOW
onepaLum B BbIN1cKe no 6aHKOBCKOMY cyeTy.

PexoMeHgaumm npu coseplueHMn onepawuii ¢ 6aHKOBCKOA KapTon yepe3 ceTk MHTepHeT

1. He ucnoneayitte MNMVH npm 3akase ToBapos u ycnyr yepes ceTb VIHTEpHET, a Taloke no TenedoHy/dakcy.

2. He coobluaiiTe nepcoHarnbHble aaHHble unv MHopmaumio o BaHKoBcKoM(oM) KapTe (cyete) uepes cetb
WHTepHeT, Hanpumep MWH, naponu goctyna k pecypcam 6aHka, CPOK AeNCTBUA 6aHKOBCKOM KapTbl, KpEAWUTHbIE MUMMTI,
MCTOPUIO onepalmii, nepcoHarnbHbIe OaHHbIe.

3. C uenblo npefnoTBpaLleHUsi HenpaBoOMepHbIX [EACTBUIA MO CHATUIO BCEl CYMMbl OEHEXHbIX CpeacTs ¢
6aHKOBCKOro cueTa peKoMeHAyeTCs AMs onfiaThl MOKYMOK B CETU VIHTEPHET MCNoNb30BaTh OTAEMLHYI0 GaHKOBCKYIO KapTy
(Tak HasbiBaEMYI0 BUPTyaribHY KapTy) C MpeaenbHbIM NMMUTOM, NpeaHasHa4eHHYI TONbKO AMA YKa3aHHON Lieny U He
MNO3BONAILLYIO MPOBOAUTE C €€ UCTIONbL30BaHNeM OnepaLyi B OpraHM3aLmsix TOProBv 1 ycnyr.

4. CrienyeT nonb3oBaTbCsl MHTEPHET-CaNTaMM TOMbKO U3BECTHBIX 1 MPOBEPEHHbIX OpraHM3aLmii TOProBIv U YCIyr.

S. ObsisaterbHo ybeauTtech B NPaBWUbHOCTY a4pecos VUHTEPHET-CaNTOB, K KOTOPLIM MOMOKMOYaeTeCh U Ha
KOTOpLIX cobupaeTech COBEPLUMTbL MOKYMKW, T.K. MOXOXME afpeca MOryT WCMoNb30BaThCs AfS OCYLLECTBEHUS
HenpaBoOMEpPHbIX AEACTBUIA.

6. PekomeHayeTcsi coBeplwaTb MOKYNKM TOMbKO CO  CBOEro KOMMbloTEPA B LENAX CcoxpaHeHus
KOHUAEHUMANBHOCTM NMEePCOHANbHBIX AaHHBIX U(nm) nHdopmaLmmn o 6aHKOBCKOM(OM) KapTe (cueTte).

B cnyuae ecnu nokyrika coseplLuaeTcs ¢ MCNOMbL30BaHMEM HYy>KOro KoMMbloTepa, He PEKOMEHAYETCA COXPaHsiTh Ha
HEM NepCoHarbHble AaHHble 1 ApYrylo MHGOPMALMIO, @ Nocne 3aBepLUeHUsi Boex onepauuii HyxHo ybeguTbcs, 4TO
NEPCOHanbHbIE faHHbIe U Apyrasi MH(OPMaLMs He COXPaHUIUCh (BHOBb 3arpyaus B Gpaysepe web-cTpanuuy npoaasua,
Ha KOTOPOW COBEpLUAn1Ch MoKymku).

7. YCTaHOBUTE Ha CBOW KOMMbIOTEP aHTUBMPYCHOE nporpaMMHoe obecneyeHne U perynspHo Mpou3BoauUTe ero
OBHOBreHne U OGHOBrEHMe Apyrux MCronb3yemblX Bamu nporpamMMHbIX MPOAYKTOB (ONEepauyoHHON cuUcTEMbl W
NPUKNafHbIX MPOrpamMm), 3To MOXET 3alUUTUTL Bac oT NpoHMKHOBEHNS BPEAOHOCHOIo NporpaMMHOro obecneyeHust.



